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Photon Memory;

Introduction
For decades, the issue of security has been the most attracted atten-

tion due to its importance, sensitivity, and extent of its role in various 
fields, especially technology communications. Our current era is the 
age of wide networks, massive communications, conducting business 
and exchanging information completely electronically using various 
computer networks. This reality and the features of technology that 
invaded our planet, especially in the past few decades, imposed many 
procedures and processes in order to ensure the confidentiality and in-
tegrity of information and to preserve the validity of the data transmit-
ted electronically. Quantum Secure Direct Communication (QSDC) is 
one of the different types of quantum communication methods. Addi-
tionally, it is one of an important quantum cryptography branch that 
has the ability to transmit secret messages directly over a quantum 

channel. QSDC reduces the couple stages process of other communi-
cations into a single quantum communication [1]. It does not require 
the prior existence of a private code or key between the two termin-
als for secure communication. In addition, it could avoid the leakage 
of information transmitted before the detection of Eve. It also offers 
site protection of the communication parties (Alice and Bob), as well 
to the transmission security, as there is no exchange of key between 
the quantum terminal and the classical terminal. Also, it could be a 
cryptographic basic for other cryptographic protocols such as quan-
tum signature, quantum dialogues and quantum direct secret shar-
ing. The other scheme that has been studied by many groups [2-12] is 
Quantum secure direct communication (QSDC) which transmit the 
secret message directly without generating the private key first, that is 
what distinguished it from QKD, and then encrypt the secret message 
and then send the cipher text by classical communication.  The study 
investigates the most recent security models that were proposed in the 
field of quantum information science and gives a scientific comparison 
and analysing of the quality and effectiveness of each of these algo-
rithms in providing a secure, confidential, robust, and effective trans-
mission system.

Abstract
Quantum Secure Direct Communication (QSDC) is one of the newest fields in the technology world today. It is a new research direction in 

quantum cryptography. Due to its great importance and role in providing reliable communications, it has been constantly striving to find the 
best protocols and algorithms that would increase the level of confidentiality in communications that take place and work to increase reliability 
and efficiency as much as possible. Many security vulnerabilities can appear in this type of communication, which causes them to be exposed 
to various and varied eavesdropping attacks. This research paper is presenting a comprehensive study that dealt with quantitative secure direct 
communication and its importance, as it presents three of the most recent algorithms in this field, as well as discusses the most prominent threats 
to security within the environments of such communications of loopholes that allow intruders to eavesdrop and break the confidentiality and 
security of these protocols. The performance of these algorithms is analyzed and the security holes they addressed were identified, and the types 
of attacks that succeeded in addressing, detecting, and preventing them. 
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Quantum decure direct communication 

Quantum key communication (QKD) was proposed by Beenetand 
brassard in 1984[2]. It was the first protocol in Quantum communi-
cation series, providing unconditionally secure key exchange, attract-
ing a widespread attention, and progressing quickly in the last two 
decades. Quantum secure direct communication (QSDC) is known 
to be an important branch of quantum communication that provides 
reliable communication and the ability to send covert messages dir-
ectly over a quantum channel. It can also be considered a complete 
quantum communication protocol and does not require a separate 
secret key negotiation phase. In contrast, Quantum Key Distribution 
(QKD) counterpart is a covert key negotiation protocol, which must 
be followed by a separate classic communication session. However, 
the original mass-based data transfer required quantum memory [3]. 
Many years later, several other quantum cryptography concepts have 
been proposed such as the one proposed in [13] which is performed 
well within quantitative communication networks and trust manage-
ment. [13] touched on the state of research in theory and technology 
in quantum communication and the quantum communications net-
work. Trust management is considered an essential and important 
task for quantitative secure communication, and is not just a simple 
security issue, the fundamentals of trust management in quantitative 
communication networks have been discussed in [13] and their im-
portance are demonstrated in an accurate manner. A comparison was 
made with other techniques and theories in quantum communication, 
the from comparison reveals that the quantum communication trust 
and the model provided for trust management in the quantum com-
munication network environment is still in its initial stage. The study 
in [13] provides a classification of the basic techniques used to create 
reliable and secure quantum communication networks. It also discuss-
es the range of fields, trends, and potential approaches for each direc-
tion in managing the confidence of the quantum communication net-
work in a deep and accurate degree. Finally, the study emphasized the 
importance of following up with the theoretical and practical study of 
quantum communication networks and developing them to be of the 
highest safety and reliability. The study also predicts that quantitative 
communication will exceed the thresholds of classical communica-
tion technology in aspects of communication security, measurement 
accuracy and channel capacity, computing power, and information 
transmission, and that it will become the new and dominant trend in 
the field of communications and information in the twenty-first cen-
tury.

Xiangfu Zou in [14] illustrates how the Quantum Calder-
bank-Shor-Steane Error Correction Code (CSS) is a weak scheme and 
cannot stand and resist the attack of the man in the middle. The study 
proposed an improved QSDC diagram based on quantum CSS debug-
ging codes. The improved scheme demonstrates its ability to withstand 
man-in-the-middle attacks, and the security of an enhanced QSDC 
scheme incorporates a perfect noise-free channel. The proposed sys-
tem is efficient in resisting the attack without eavesdropping.

Jian-Yong Hu et al [15] Leveraged and used the DL04 protocol to 
provide an experimental demonstration of quantitative secure dir-
ect communication, particularly quantum communication related 
to quantitative dialogue and quantitative authentication. The DL04 
protocol is equipped with a single photon frequency coding which 
provides a clear demonstration of how the block is being transmitted. 
In the experiment, 16 different frequency channels were introduced, 
meaning that the information was transmitted directly by the binary 
number of four bits. Their experience has proven the superiority and 
high capacity of quantum safe direct communication, especially with 
the presence of noise and loss in the quantum channel.

Dintomon Joy et al [16] have proposed two deterministic protocols 
for secure quantum communication (DSQC). Three qubit quantum 
channels, exactly the same as the GHZ and ve-qubit Brown cases, were 

used to transmit information securely. The two- and three-bit units 
that formed the multi-part teleportation diagrams developed in this 
study were adopted. Using these diagrams, the transmitter is able to 
choose the measurement rules for quantum channels that have been 
used to improve and increase the efficiency of qubits in protocols. 
The study provides an extension of the Nandi-Mazumdar scheme for 
simultaneous transport of a special class of two states of particles and 
a method for simultaneous transport of a special class of tripartite 
state is developed using the five-qubit Brown state as an entanglement 
channel. The various teleport schemes were then merged with the aim 
of building new DSQC protocols. This study gives a new idea of how 
remote transmission of DSQC friendly protocols can be used. The 
qubit frequency comparison shows the superiority of the proposed 
protocol over other DSQC protocols based on teleportation. Finally, 
a method has been proposed to increase the effectiveness of using the 
brown five-qubit case, in the event that the transmitter uses more suit-
able meshing channels and uses an appropriate measurement basis.

Related Works

This section investigates several algorithms, which are considered 
among the most recent in the field of quantum cryptography and 
modern quantum secure direct communication. The methodology 
for the work of each algorithm will be dealt with separately as well as 
the types of attacks that these algorithms can detect, and the mech-
anisms used in preventing these attacks will be discussed. Finally, the 
effectiveness and efficiency of these algorithms in bridging security 
gaps and providing a level of security and confidentiality within direct 
quantum-based communications will be presented.

Yann et al [17] have introduced Quantum Secure Direct Communi-
cation Protocol (QSDC) with authentication using single photons and 
EPR pairs. This work demonstrates that the QSDC protocol is not safe 
against an intercept and retransmission attack and impersonation at-
tack. An eavesdropper can get the complete secret message by apply-
ing these attacks. An amendment has been proposed to this protocol, 
which eliminates the aforementioned attacks along with all the famil-
iar attacks. An overview of quantum cryptography is shown which is 
an application of quantum mechanics to the field of cryptography, and 
which provides unconditional security based on the laws of physics. 
Another direction of quantum encryption is Quantum Secure Dir-
ect Communication (QSDC), which provides secure communication 
without any common key in QSDC protocols. The sender encrypts 
the secret message into some qubits using some pre-encryption rules 
and sends those qubits to the receiver. After some security checks, the 
recipient can recover the confidential message. Some generalizations 
addressed to QSDC protocols are quantitative dialogue or bidirection-
al QSDC, multiparty QSDC and so on.

If QSDC or any quantum encryption protocol is not designed prop-
erly, it presents an opportunity for eavesdropping to impersonate an 
authorized party. In this regard, it is emphasized that each legitim-
ate party must verify the validity of the other parties, which requires 
quantitative authentication protocols; The first QSDC protocol was 
proposed with validation in 2006, followed by much research in this 
field. There are several quantum encryptions protocols, which have 
shown to be insecure against many familiar attacks, such as intercept 
and retransmission attack, impersonation attack, denial of service at-
tack, man-in-the-middle attack, entanglement attack, Trojan horse at-
tack etc. These are all active attacks, that is the eavesdropper has access 
to the called qubits in the quantum channel between the legitimate 
parties and is actively participating in the protocol. Some inactive at-
tacks also cause information leakage problems in some communica-
tion protocols.

In 2020, [17] provides QSDC protocol based on single photons and 
EPR pairs, which also achieve mutual authentication. We’ll name this 
QSDC protocol YZCSS. In this protocol, Alice, the message sender, 
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sets up the corresponding qubit pairs for the secret message and her 
authentication ID. All qubits are sent to Bob, the message recipient, 
who uses his authentication ID to retrieve the secret message. How-
ever, the YZCSS protocol was found to be not secure against an inter-
cept, retransmission, and spoofing attack. If an eavesdropper applies 
any of these attacks, he/she can get the complete secret message, that is 
not only part of the message is exposed, but the whole message is also 
compromised. Moreover, for the impersonation attack, the legitimate 
parties cannot be aware of the presence of an eavesdropper.   The sec-
urity of QSDC protocols was analyzed with authentication (YZCSS 
protocol) and it was found that it is vulnerable to two specific attacks, 
namely, retransmission attack, and an impersonation attack. An eaves-
dropper who adopts either of these attacks gets the full secret message. 
The authentication process in YZCSS is one-way causing an imperson-
ation attack. To get rid of these problems, it was proposed to amend 
the YZCSS protocol, in which a mutual authentication process was 
introduced, and it was noted that the modified protocol handles and 
resists the interception and retransmission attack. It has been shown 
to be safe against many of the familiar attack strategies that we detailed 
previously.

The second selected protocol is the single-photon memory QSDC 
protocol (SPM QSMC) [18]. It is based on entangled pairs of photons. 
The so-called two-step QSDC protocol [7] designed for deterministic 
QKD is modified by reducing the number of bits in a block to one, 
where Alice sets up pairs of Einstein’s, Podolsky-Rosen (EPR) photons 
and then splits them into two parts: the so-called Pioneer qubit and 
follow-up qubits. The pioneering photon is first transmitted to Bob, 
while the follow-up photon is used to either perform the encryption 
or to detect the eavesdropping. Bob extracts the filter key by combin-
ing the two particles of the EPR pair to perform a Bell basis meas-
urement. The protocol is then converted to SPM QSDC using coding 
theory. QSDC relies on mass transfer of quantum states and requires 
that the users have the capability of storing quantum states which re-
quires quantum memory. There has been substantial progress toward 
the realization of quantum memory, however there are still substan-
tial challenges. The realizing of perfectly secure communication in a 
metropolitan area, has the requirement of quantum memory as an ob-
stacle. QSDC protocols without quantum memory is a pressing issue 
for practical QSDC. Recently, a coding technique was proposed for 
replacing or mitigating the requirement of quantum memory. This has 
led to the design of a new QSDC schemes such quantum-memory-free 
(QMF) QSDC protocols [19] or single-photon memory (SPM) QSDC 
protocols.

Against this background, a new contribution is the concept of SPM 
QSDC based on the intrinsic amalgam of the QSDC core protocol 
and the two-step QSDC protocol; As the security level of the quan-
tum channel is determined by randomly selecting EPR pairs to detect 
eavesdropping. It is found that any individual attack will affect the re-
sulting error rate and thus may be detected unexpectedly. In the secur-
ity analysis of this protocol, they considered families of direct measure 
attack, retransmission intercept attack, and opaque attack strategy, but 
none of them posed a threat. Moreover, the protocol has been shown 
to be safe, robust, and resistance against individual attacks. It is found 
that QSDC protocols become equivalent to deterministic QKD proto-
cols, if the number of bits in a block is reduced to one. All can be 
converted to QSDC free quantum memory or single photon memory 
using coding technology. Thus, in the current modern case of QSDC 
it can be achieved for ergonomic applications using block-based data 
transfer, while relying on classical coding techniques. Based on the 
theoretical analysis, it was noted that the High connection efficiency 
has been achieved.

Lastly, in this study, we select a protocol that is a bit different from 
the above protocols. It is measurement-device-independent QSDC 
(MDI QSDC) protocol [20], that uses the sequence of entangled 
photon pairs and single photons i.e. EPR-pairs and single qubits. It 
removes the security vulnerabilities associated with the measuring 
device. Additionally, the MDI technology is able to double the com-

munication distance of its traditional counterpart which works with-
out using the introduced MDI technology.

The secure communication structure in QKD will address three po-
tential security vulnerabilities in this field: the key leaked while dis-
tributing it. loss of the key in storage and relocation in users’ sites, 
and encrypted text is intercepted while it is being transmitted. In the 
other hand, as we know that QSDC sends a message directly through 
a quantum channel. It does not use key, thus there is the security loop-
holes associated with the key are all eliminated. However, QSDC is se-
cure under ideal conditions, such as perfect quantum source, noiseless 
channel, perfect devices, and detectors. Therefore, QSDC in practical 
application requires measurement-device-independent. In [20], Alice 
prepares a series of EPR pairs, while Bob prepares a series of single 
photon states and “sends” it to Alice with the help of teleportation, in 
which the Bell basis measurement is performed by an unreliable party, 
which is Charlie. Then, after a safety check, Alice encodes her message 
into the single instantaneously transmitted photons and sends it to 
Charlie who measures the single qubits attached to Bob. MDI-QSDC 
greatly enhances QSDC security under realistic conditions. Since a 
practical quantum repeater is still not available, increasing the com-
munication distance is also an important issue pursued in the quan-
tum communication community. In addition to the security feature 
provided by MDI-QSDC, it also doubles the communication distance, 
because both Alice and Bob send their qubits to the meter that is locat-
ed at a reduced distance in the middle of it. With current technology, 
QSDC can be performed at a distance of 100 km, and MDI-QSDC can 
increase this distance to 200 km. The MDI-QKD protocol does not 
use block transfer technology, and security is not guaranteed until af-
ter random numbers are distributed. Therefore, this protocol does not 
secure the direct transmission of confidential information, because all 
the data sent may lead to Eve before its discovery. Classic communi-
cations are imperative but fail to sense the presence of eavesdropping. 
QKD can detect an eavesdropping, but it cannot prevent Eve from ac-
cessing the transmitted data, that is, Eve can access the encrypted text 
by eavesdropping on the classic transmission. On the flip side and by 
contrast, QSDC is able to detect eavesdropping, preventing Eve from 
obtaining secure transmitted data, which is also sent over the quantum 
channel as the MDI-QSDC uses both EPRpairs and a single qubit.

A linked protocol is measured with Bell basis measurements of 
linear optics, in which only two of the four Bell basis states can be 
measured. QSDC enables secure direct transmission of information 
by invoking so-called block data transfer technology for rulers. As the 
quantum information carriers are sent in a long block containing a 
large number of qubits. It is found that when the number of qubits in 
a block is reduced to 1, the QSDC protocols degrade into determinis-
tic QKD protocols. In the end, the discussed algorithms were chosen 
because they address the field of Quantum Secure Direct Communi-
cation (QSDC), as they focus and discuss possible attacks, and provide 
mechanisms to solve and address these attacks within environments 
of this type of communication. This gives a good opportunity to pro-
vide an accurate comparison between the effectiveness and efficiency 
of these algorithms in providing the highest possible level of security

Comparison and Result
After presenting an overview of QSDC algorithms, which are con-

sidered among the most recent algorithms in the field of quantitative 
secure direct communication and quantitative coding, we present a 
comparison and analysis of the efficiency and quality of each algorithm 
in the field of attack detection and prevention, where the capacity of 
each algorithm is discussed as well as the types of attacks that were 
able to resist and be detected. Table 1 shows the most prominent com-
parison points that were approved and conducted. The comparison 
includes the techniques it relies on the processing mechanism, type 
of attacks that each algorithm can resist and respond to by detecting 
and preventing it, and the role this algorithm plays and its efficiency 
in bridging security gaps and achieving the highest possible amount. 
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Table 1: Comparison of the Three Algorithms.

Algorithm Name YZCSS
The single-photon memory 
QSDC based on entangled 

pairs of photons
MDI-QSDC

Techniques which based on single photons and 
EPR pairs

of Single Photon Memory 
(SPM) based on the intrinsic 
amalgam of the QSDC core 
protocol and the two-step 
QSDC protocol; Also, ran-

domly selecting EPR pairs to 
detect eavesdropping.

Bell basis measurements of 
linear optics, EPR pairs and a 

single qubit

Attacks type that overcome 
the algorithm

1. Intercept-and-res-
end attacks. 1. direct measure attack. 1. The key leaked while 

distributing it.
2. Impersonation 

attack.
2. retransmission intercept 

attack
2. Loss of the key in storage 

and relocation in users’ sites.

3. A denial of service 
(DoS) attack 3. opaque attack strategy

3. Encrypted text is 
intercepted while it is being 

transmitted.
4. A man-in-the-
middle attack.

5. The Entan-
gle-measure attack

6. Trojan horse 
attack.

Algorithm role

It handles and resists 
the interception and 

retransmission attack. 
It has been shown to 
be safe against many 
of the familiar attack 

strategies.

It proves that the protocol 
has been shown to be safe 
against individual attacks.

It is able to detect eavesdrop-
ping, preventing Eve from 

obtaining secure transmitted 
data

Limitation

YZCSS protocol is 
unidirectional, which

It needs two steps for apply-
ing the security

A practical quantum repeat-
er is still not available

Causes the imperson-
ation attack.

Strength
Proposed to modifi-

cation protocol to be 
mutual authentication

Proposed a new QSDC 
scheme requiring no block 

transmission and mitigating 
the requirement of quantum 

memory

Enhance QSDC security 
under realistic conditions. 

Also increase the communica-
tion distance

For each algorithm, the attacks that can be detected and prevented 
were identified, and in this field, The YZCSS algorithm demonstrated 
its role in detecting and preventing intercept-and-resend attack, Im-
personation attack, A denial of service (DoS) attack, a man-in-the-
middle attack, The Entangle-measure attack and trojan horse attack. It 
handles and resists the interception and retransmission attack. It has 
been shown to be safe against many of the familiar attack strategies 
that we detailed previously by using the techniques of single photons 
and EPR pairs. The single-photon memory QSDC based on entangled 
pairs of photons algorithm demonstrated its role in detecting and pre-
venting 1-direct measure attack, retransmission intercept attack and 
opaque attack strategy. It proves that the protocol has been shown to 
be safe against individual attacks by using the techniques of Single 
Photon Memory (SPM) based on the intrinsic amalgam of the QSDC 
core protocol and the two-step QSDC protocol; also, randomly select-
ing EPR pairs to detect eavesdropping.

The MDI-QSDC algorithm demonstrated its role in detecting and 
preventing key leaked while distributing it, loss of the key in storage 
and relocation in users’ sites, and encrypted text is intercepted while it 
is being transmitted. It is able to detect eavesdropping, preventing Eve 

from obtaining secure transmitted data by using the techniques of Bell 
basis measurements of linear optics, EPR pairs and a single qubit.

Conclusion
This research provides a presentation of the most recent  quantitative 

safe direct encryption algorithms and discusses the working mechan-
isms used in each algorithm. Additionally, vulnerabilities and attacks 
that could be present in quantum direct communications from the re-
transmission attack are analyzed including  man in the middle attack, 
trojan horse attack, and retransmission intercept attack. The efficiency 
of the discussed algorithms and their ability to avoid these gaps are 
studied and analyzed. The study shows whether each algorithm is able 
to detect or prevent these attacks, and the mechanisms used to de-
tect the attack is discussed. YZCSS algorithm demonstrated its role in 
detecting and preventing intercept-and-resend attack, Impersonation 
attack, A denial of service (DoS) attack, a man-in-the-middle attack, 
The Entangle-measure attack and trojan horse attack. The single-pho-
ton memory QSDC based on entangled pairs of photons algorithm 
demonstrated its role in detecting and preventing 1-direct measure 
attack, retransmission intercept attack and opaque attack strategy. The 
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MDI-QSDC algorithm demonstrated its role in detecting and pre-
venting key leaked while distributing it, loss of the key in storage and 
relocation in users’ sites, and encrypted text is intercepted while it is 
being transmitted.
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